
Attacking Web application with Ffuf

Here is the link that shows completion of this module

https://academy.hackthebox.com/achievement/1917469/54 

Ffuf  is  a  fast  web  fuzzing  tool  written  in  GO  designed  to  discover  hidden 
files,directories,parameters,subdomains and virtual hosts.

Ffuf  is  fast,flexible  and  scriptable  as  it  sends  requests  suing  wordlists,allows  detecting  valid 
responses of HTTP and discovers pages,endpoints,files or input parameters.

Fuzzing is a technique where automated tools sends may requests with different values (from a 
wordlist) to identify hidden or vulnerable parts of a web application.

To install ffuf use the command apt install ffuf -y .

When you run ffuf -h there are two main options -w for wordlists and -u for url. The wordlist for 
this will be using /usr/share/seclists/Discovery/Web-Content/directory-list-2.3-small.txt 

Questions

Answer the question(s) below to complete this Section and earn cubes!

Target(s): 94.237.51.33:38615 

Life Left: 62 minute(s)

In addition to the directory we found above, there is another directory that can be found. 
What is it?

 The discoverable endpoints here are /forum and /blog.

Page Fuzzing

When  we  visits  the  above  endpoints  returns  empty  so  will  utilize  web  fuzzing  to  see  if  the 
directories contains any hidden pages. Before we start we need to identify what types of pages the  
website's uses like .html,.aspx,.php or something else.

  Here we used index as this file can be found in many websites and after this we discovered that the 
websites run on php as it gave a response of 200.

 The output of this shows two file home and index but index has a size of 0 indicating its empty and 
home has a size of 1046.

This suggests that:

https://academy.hackthebox.com/achievement/1917469/54


👉  http://94.237.60.55:56366/blog/home.php is  a  valid  and  accessible page  that  is  likely  not  a 
default/empty page, unlike index.php.

 Try to use what you learned in this section to fuzz the '/blog' directory and find all pages. One of  
them should contain a flag. What is the flag?

When you visit above page you get flag.

Recursive Fuzzing

In above fuzzing we found dozens of directories each with their own subdirectories and files and 
this was taking time to fuzz,the idea of recursive is to automate this.

When  we  scan  recursively,  it  automatically  starts  another  scan  under  any  newly  identified 
directories  that  may  have  on  their  pages  until  it  has  fuzzed  the  main  website  and  all  of  its  
subdirectories.

In ffuf we can enable recursive scanning with the -recursion flag and we can specify the depth with 
the -recursion-depth flag.

If we specify recursion-depth 1,it will only fuzz the main directories and their direct subdirectories 
and we can specify our extension with -e .php also we can add -v flag to output full urls.

Question

Try to repeat what you learned so far to find more files/directories. One of them should give 
you a flag. What is the content of the flag?

HTB{fuzz1n6_7h3_w3b!}

To get this I ran the following commands

ffuf  -w  /usr/share/seclists/Discovery/Web-Content/directory-list-2.3-small.txt  -u 
http://94.237.51.33:40263/FUZZ -recursion -recursion-depth 1 -e .php -v

 I found several files together with their directories and one that found interesting was flag.php.

DNS Records

At first when we visited the page under the /blog we got message saying Admin panel moved to 
academy.htb. This is because the website is not publically accessible by anyone but local websites  
within HTB.



When you access academy.htb, your browser (or any tool) needs to resolve the domain name to an 
IP address.

Because academy.htb is not a public domain (like google.com), public DNS servers such as 8.8.8.8 
don’t know how to resolve it. That’s why you must manually tell your system what IP to associate 
with academy.htb by editing your /etc/hosts file.

 

This command adds academy-htb to /etc/hosts ,so now, when your browser or a tool like curl tries 
to access  academy.htb, your computer will  redirect the request to server_ip instead of asking the 
internet.

Incase  of  subdomains,we  would  be  simply  checking  different  websites  to  see  if  they  exist  by 
checking if they have public DNS record that would redirect us to a working server IP using a 
wordlist and target.

In this case our target will be inlanefreight.com and will be using ffuf and place FUZZ  keyword in 
the place of subdomains.

Quiz:

Try running a sub-domain fuzzing test on 'inlanefreight.com' to find a customer sub-domain 
portal. What is the full domain of it?

Vhost Fuzzing

The key difference between a Vhost and a subdomain is that vhost is basically a ‘subdomain’ served 
on the same server and has the same IP such that a single IP could be serving two or more different 
websites.

Subdomain fuzzing targets public DNS records (e.g., support.example.com).

VHost fuzzing targets hidden subdomains served on the same IP via Host: header manipulation 

it does not require public DNS resolution.

FFUF is a perfect tool for this using the -H flag.

 When this commands are run returns same result status:200,size 900 meaning server is giving a  
default response for unknown hosts.  But if  one or more VHosts return different response sizes, 
that’s a sign they exist and are configured, those are the hidden VHosts you're trying to discover.

When  doing  fuzzing  of  vhost  we  can  provide  option  to  match  or  filter  out  specific  HTTP 
code ,response size or amount of words and we can see this through ffuf -h.

Answer the question(s) below to complete this Section and earn cubes!

Target(s): 94.237.51.33:58472 

Life Left: 57 minute(s)



Try running a VHost fuzzing scan on 'academy.htb', and see what other VHosts you get. What 
other VHosts did you get?

We get two admin and test and answer was test.academy.htb

Parameter Fuzzing – GET

This technique is used to discover hidden GET parameters that may trigger interesting behavior 
like debugging, authentication bypass, or functionality exposure  even if they’re not shown in the 
page or source code.

ffuf  -w  /usr/share/seclists/Discovery/Web-Content/burp-parameter-names.txt:FUZZ  -u 
http://admin.academy.htb:PORT/admin/admin.php?FUZZ=key -fs xxx

Target(s): 94.237.58.50:56850 

Using what you learned in this section, run a parameter fuzzing scan on this page. What is the 
parameter accepted by this webpage

 

user 

POST

To fuzz the data field with ffuf, we can use the -d flag, as we saw previously in the output of ffuf -h. 
We also have to add -X POST to send POST requests.

ffuf  -w  /opt/useful/seclists/Discovery/Web-Content/burp-parameter-names.txt:FUZZ  -u 
http://admin.academy.htb:PORT/admin/admin.php  -X  POST -d  'FUZZ=key'  -H  'Content-
Type: application/x-www-form-urlencoded' -fs xxx



As we can see this time, we got a couple of hits, the same one we got when fuzzing GET and 
another  parameter,  which is  id.  Let's  see  what  we get  if  we send a  POST request  with the  id  
parameter. We can do that with curl, as follows:

curl  http://admin.academy.htb:PORT/admin/admin.php -X POST -d 'id=key'  -H 'Content-
Type: application/x-www-form-urlencoded'

Value Fuzzing

Try to create the 'ids.txt' wordlist, identify the accepted value with a fuzzing scan, and then use it in  
a 'POST' request with 'curl' to collect the flag. What is the content of the flag?

When fuzzing parameter values, pre-made wordlists may not always work, especially for custom 
parameters. While common parameters like usernames can use existing lists, others—like numeric 
IDs—may require generating a custom wordlist. For example, you can create a list of numbers from 
1 to 1000 to test an id parameter.

  

Our command should be fairly similar to the POST command we used to fuzz for parameters, but 
our FUZZ keyword should be put where the parameter value would be, and we will use the ids.txt  
wordlist we just created, as follows:

  We see that we get a hit right away. We can finally send another POST request using curl, as we  
did in the previous section, use the id value we just found, and collect the flag.

 

Skills Assessment – Web Fuzzing

You are given an online academy's IP address but have no further information about their website. 
As the first step of conducting a Penetration Test, you are expected to locate all pages and domains 
linked to their IP to enumerate the IP and domains properly.



Finally, you should do some fuzzing on pages you identify to see if any of them has any parameters 
that can be interacted with. If you do find active parameters, see if you can retrieve any data from 
them.

Questions

Answer the question(s) below to complete this Section and earn cubes!

Target(s): 94.237.51.146:48510 

 Run a sub-domain/vhost fuzzing scan on '*.academy.htb' for the IP shown above. What are all the 
sub-domains you can identify? (Only write the sub-domain name)

Before you run your page fuzzing scan, you should first run an extension fuzzing scan. What 
are the different extensions accepted by the domains?

 This will be repeated for every identified subdomain above as for this is for test.academy.htb

The identified extensions were .php,.phps,

One of the pages you will identify should say 'You don't have access!'. What is the full page 
URL?

I tried all the subdomains above and the one that was promising was faculty.academy.htb and had a  
directory  called  courses,  I  ran  the  following  commands  and  got 
http://faculty.academy.htb:31912/courses/linux-security.php7  

 



In the page from the previous question, you should be able to find multiple parameters that  
are accepted by the page. What are they?user,username

Try fuzzing the parameters you identified for working values. One of them should return a 
flag. What is the content of the flag?

 This produced several usernames and replaced username=FUZZ with username=harry and used 
curl to  find the flag
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